NHO®OPMAIIMOHHAS TAMSITKA
JUISI OBYYAIOLIIUXCSI 11
PA3MEILLEHUS HA
OPULIMAJTBHBIX
UHTEPHET-PECYPCAX

C KaxXIpIM TOIOM MOJIOJICKU B MHTEPHETE CTAHOBUTHCSA OOJbIIE, a IIKOJbHUKH OJHHU M3 CaMbIX
aKTMBHBIX Iosb30BaTene PyHera. Mexny Tem, IOMHMO OIpOMHOIO KOJIMYECTBA BO3MOXKHOCTEM,
MHTEPHET HECET U MPOoOJIeMBbl. DTa MaMsATKa JI0JKHA TOMOYb TeOe 6€301acHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYChI

KoMmmbploTepHslii BUpYC - 3TO pPa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOil ABIIsETCA CIOCOOHOCTh K Pa3MHOXKEHUIO. B 10monHenme kK 3ToMy, BUPYChl MOTYT
HOBPEIUTh WM TOJHOCTHIO YHHUTOXHUTH BCE (DAyIbl M JaHHBIE, MMOJKOHTPOJBHBIE TOJIH30BATEINIO, OT
UMEHU KOTOpOro Oblja 3amylleHa 3apa)KeHHas IporpaMMa, a TakKe IMOBPEIUTh UM JaKe YHUUYTOXKUTh
OINIEPALIMOHHYIO CUCTEMY CO BCceMH (paiimamMu B LeJOM. B OOIBIIMHCTBE CilydaeB paclpOCTPAHAIOTCA
BHUPYCHI UEPE3 UHTEPHET.

MeTo bl 3alUThI OT BpCAOHOCHBIX IIPOrpaMM:

1. HCHOHLSYﬁ COBPEMCHHBIC OIICPAlIMOHHBLIC CHUCTCMbI, UMCIOIIHC cepbe3an71 YPOBCHb 3allIUThI
OTBPCAOHOCHBIX IIpOrpaMm;

2. [locrostHHO ~ ycraHaBnuBail mauTd  (uMdpoBble  3aIUIaTKH, KOTOPblE  aBTOMAaTUYECKH
YCTAQHABJIMBAIOTCS C LEJbI0 JOPAOOTKU TNPOrpaMMbl) U JApyrue OOHOBJIEHHS CBOEH OIEpallmOHHOM
cucteMbl. CkaunBail UX TOJBKO C oduIHambHOro caifta paspadborunka OC. Ecnu cymecTByer pexum
aBTOMATHUYECKOT0 OOHOBJIEHHUS, BKJIIOUH €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEPEC IO IMpaBaMU I10JIb30BATECIIA, 4 HC aIMUHHUCTPATOpPA. OTO0 HE
HO3BOJ'II/IT6OJ'ILI_HI/IHCTBy BPCAOHOCHBIX ITPOrpaMM NHCTAJUIMPOBATHCA HA TBOCM IIEPCOHAIIBHOM

KOMITbIOTEPE;

4. Vicnonp3yil aHTUBHPYCHBIE MPOTPAMMHBIE MPOAYKTHI W3BECTHBIX MPOU3BOIUTENECH, C
aBTOMaTHYECKUMOOHOBJIEHHEM 0a3;

5. Orpannyb HU3NUECKUM JOCTYI K KOMITBIOTEPY AJIsl IOCTOPOHHUX JIUII;

6. Mcrnonb3yil BHEIIHME HOCUTEIN HHPOPMAIINH, TaKue Kak (ielka, JUCK WK (ailll U3 HHTEpHeTa,
TOJIBKOU3 IIPOBEPEHHBIX HCTOYHUKOB;



7. He oTKpbIBaili KOMIBIOTEpHBIC (aiiyibl, MOJyUYeHHBbIE M3 HEHAACKHBIX HMCTOYHHMKOB. Jlaxke Te
(ailspl, KOTOpBIE IpUCIIAN TBOM 3HAKOMBIN. Jlyullle yTOUHU y HEro, OTIIPABIISIL JIM OH Te0e UX.

Ceru WI-FI

Wi-Fi - 310 He Bu nepefayu JaHHBIX, HE TEXHOJIOTHS, a BCEro Juilb OpeHa, mapka. Emie B 1991
rofly HUJepiaHjckas Kommanus 3apeructpuposana Openn "WECA", uyto o603Havano cioBocodyeTaHue
"Wireless Fidelity", koTopslii mepeBoauTcs Kak "OeCnpoBOgHAS TOYHOCTH".

Jlo Hamiero BpeMeHH JONIa JIpyras abOpeBuaTypa, KOTopas ABJISETCS TaKOH ke TEXHOJIOTHEH. DTO
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHUE OBUIO JJaHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBON TEXHUKHU
Hi-Fi, uToB mepeBojie 03Ha4aeT "BbICOKAst TOYHOCTH".

Ha, OecruiaTHbII MHTEpPHET-IOCTYNl B Kade, OTeIsIX M a’dponopTax sBISETCS OTJIMYHOM
BO3MOXKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCTepThl cunTaroT, 4to oduienoctymnusie Wi-Fi cetu He
SBIISIIOTCS O€3011aCHBIMHU.

CoBeTbl 110 6e3011aCHOCTH paboThI B 0011e0CTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro auunyto uHdopmarnuio yepe3 obmenocrynusie Wi-Fi cetu. Paboras B Hux,
JKEJIaTeIbHO HE BBOJUTH MAPOJIH JIOCTYIIA, IOTHHBI H KaKue-TO HOMEepa;

2. Ucnionb3yii u 0OHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. Tem caMbIM Thl 00€30MacuIllb
ce0sl OT3aKaukM BUPYyca Ha TBOE YCTPOMICTBO;

3. [TIpu ucnonb3oBanuu Wi-Fi otkmoun dysakiuio "OOmmit goctyn k (aiinaMm u npuHTepam”.
Jannast ¢GyHKIMS 3aKpbITa MO YMOIYaHHWIO, OJHAKO HEKOTOPHIE MOJIb30BATENH AKTUBHPYIOT €€ JUIs
y100CTBa UCIIOIB30BaHUs B pabOTe WK yueoe;

4. He ucnonb3yit myonuunasiii WI-FI mist mepenaum NUYHBIX AaHHBIX, HAlpUMep JUIsl BbIXOAA B
COLMAIIBHBIE CETH WJIM B JIEKTPOHHYIO MTOYTY;

5. Ucnonb3yii Tonpko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu nabope BeO-
ajpeca BBoau umenHo "https://";

6. B moOunsHOM Tenedone otkmoun (ynkiuio "lloakmouenne k' Wi-Fi aBromartnuecku". He
JIOTyCKaii aBTOMaTHYECKOTO MOJKIIIOYCHUs ycTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero corsacusi.

ConuajbHbIE CeTH

ConmasnbHble CETH aKTHUBHO BXOAAT B HAlly JKM3Hb, MHOTHE JIIOAM pPabOTalOT W JKUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MIJUIMAP] YEJIOBEK, UYTO SIBJIAETCS OJHON CEIbMOM BCEX
XKHUTEJeW IIaHeThl. MHOTME NOJb30BAaTENM HE MOHMMAIOT, YTO HH(OpMaLus, pa3MelIeHHas HMHU B
COLIMAJIbHBIX CETSAX, MOXKET ObITh HaiileHa M MCIOJb30BaHa KEM YroJIHO, B TOM YHCJIE HE 00s3aTeNbHO C
OaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLIUAIBHBIX CETAX:



1. OrpaHuyb CIUCOK Apy3eil. Y Te0s B Apy3bsiX HE JOJKHO OBITh CIIyYaiHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuiiaii CBOI 4YacTHYIO JKM3Hb. He ykaspBail maponu, TenedoHBI, ajapeca, AaTy TBOETO
POXACHUS U JPYIyl0 JHUYHYI0O HMHPOPMALUIO. 3IOYMBIIUICHHUKH MOTYT HCIOJb30BaTh JaXe
UH(POPMALIKIO O TOM, KaK Tl M TBOM POJUTEIH IJIAHUPYETE MIPOBECTH KAHUKYIIBI,

3. amuiuai cBOIO PEnyTaluio - AEpKH €€ B YUCTOTE U 33/aBail cebe BOIpoc: XOTell Obl Thl, YTOOBI
Jpyrue IOJIb30BaTeNId BHJICNIH, YTO Thl 3arpyxaems? [lomymai, mpexae 4eM 4To-TO OIyOJMKOBATb,
HaIlACaTh U 3arPy3UTh;

4. Eciiv ThI TOBOPHUILB C JIFOJBMH, KOTOPBIX HE 3HACIb, HE MCIOJIb3YH CBOE PEaIbHOE UMS U APYTYIO
JUYHYI0 UHPOPMALIMU: UMS, MECTO )KUTEIbCTBA, MECTO y4eObl U MPOUEE;

. 36eraii pasmemenus pororpaduii B UntepHere, rue Thl 1300pakeH Ha MECTHOCTH, MO KOTOPOH MOXKHO
OIIpEAEIUTh TBOE MECTOIIOIOKEHHUE;

6. [Ipu peructpanuu B COlManbHON CETH HEOOXOIUMO HCIIONB30BaTh CIO0KHBIC APOIH, COCTOSIINE
u3 OykBU (P U ¢ KOJIMIESCTBOM 3HAKOB HE MeHee 8;

7. Z[J'ISI COI.[PIEU'IBHOﬁ CCTH, IIOYTHI U APYIUX CcalToB HCO6XOI[I/IMO HCIIOJIB30BATh PA3HBIC IIAPOJIH.
Torma ecuTeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKHA ITOJYy4aT AOCTYII TOJIBKO K OJHOMY MECTY, a HC BO BCC

cpasy.
DJIeKTPOHHbBIE IeHbI U

9J'IeKTpOHHBIe JCHBI'M - 9TO OYCHDb y,[[O6HI;II>i CII0Cc00 HJ'IaTe)KefI, OIHAKO CYICCTBYIOT MOIICHHUKHU,
KOTOPBIC XOTAT MOJYYHUTH 3TU ACHBI'U.

SHGKTI)OHHI)IG JCHBI'M MMOSABUJIINCH COBCEM HCJABHO U UMCHHO HM3-3a 3TOI'0O BO MHOT'UX IOCydapCTBAX
A0 CUX TIOp HC IIPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHHM (QyHKIMOHMPYIOT M O HHUX YK€ IPOINHUCAHO B 3aKOHE, IJie MX pa3lessioT Ha
HECKOJIBKO BHJIOB - aHOHMMHbIE U HE aHOHMMHbIE. Pa3HUIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi MPOBOAUTH oONepanuu 0e3 UACHTU(PUKAIMK TOJb30BaTeNis, a B HEAHOHUMHBIX
uAeHTU(UKAIHS T0Ib30BATENS ABISETCS 0053aTeIbHOM.

Taxxe ciaenyeT pa3nuyaTh JIEKTPOHHbIE (PMATHBIE AEHBIU (pPaBHBI TOCYAApCTBEHHBIM BaJOTaM) U
JJIEKTPOHHBIE He(UATHBIE AEHBI'H (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI M0 O€30MACHOI padOTe C IEKTPOHHBIMH JICHBTAMU
1. IlpuBsiku K cueTy MOOMIIbHBIN TenedoH. DTO caMblil yIOOHBIN U OBICTPBI cI0cO0 BOCCTAaHOBUTH
IoCTymn K cuety. IlpuBsizaHHBIN TenedoH MOMOXKET, €ciii 3a0y/Aellb CBOW IUIATEKHBIM TMapoiib WA

3alIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOWCTBA;

2. Ucnone3yit onHopaszoBeie maponu. [lociie mepexona Ha yCHIIGHHYIO aBTOpU3alUI0 TeOe yke He
OyZIeT yrpokaTh OMacHOCTh KPa)kKu WJIM MepexBaTa IIaTeXHOro MapoJs;



3. BeiOepu cnoxsbiii maponb. IlpectrymHukam OyneT HE MHPOCTO yraiaTh CIOXKHBIM I1apoJib.
Hanexuslenaponu - 3T0 mapoin, KOTOphIE COIepKaT He MEHee 8§ 3HAKOB U BKIIIOYAIOT B €05 CTPOUHBIC U
nponucHble OykBbl, LUGPBI W HECKOJIbKO CHMBOJIOB, TakKMe€ Kak 3HaK Joiuiapa, (yHTa,
BOCKJIMUATENbHBIA 3HAaK U T.n. Hampumep,

$tRONg!;;

4. He BBO/IM CBOU JIMYHBIC JAHHBIC HA CATaX, KOTOPHIM HE IOBEPSICIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOoHHAs TOoYTa - STO TEXHOJOTHS M MPEAOCTaBIsieMble €0 YCIYyTd MO TMEpPEechUIKe U
MOJIYYCHHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOpBIE PACHpPENEisSioTcs B KOMIBIOTEpHON ceTh. OOBIYHO

9JIEKTPOHHBIN TOYTOBBIN SIUK BBINIAUT CISAYIOIIMM 00pa3oM: HMs_ IOJb30BaTEIA(@UMS_JOMEHA.
Taxxe kpoMme nepeaaun IpOCTOro TEKCTa, UMEETCsI BO3MOXHOCTh Iepe1aBaTh (haiiiibl.

OCHOBHBIE COBETHI MO0 O€30MACHOMN padOTEe C IIEKTPOHHOM IMOYTOM:

1. Hazmo BBIOpaTh MpaBUIIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBII BHIOOD
OeCIIaTHBIXITOUYTOBBIX CEPBUCOB, OJJHAKO JIyUIIE I0BEPSTHh TEM, KOTO 3HACIIb U KTO IEPBbI B pEHTHHIE;

2. He yka3pBali B JIMYHON mouTe JM4HyR wuH(popMmaruio. Hampumep, mydme
BbIOpaTh "My3bIKaNbHbIN_(haHaT@" wiu "pok2013" Bmecto "Temal3";

3. Mcnonb3yit ABYX3TAHYIO aBTOPU3AIIMI0. JTO KOT/Ia [IOMHMO TapoJisi HY)KHO BBOJIUTH KOJI,
npucbUTaeMeliino SMS;

4. Beibepu cIoKHBIN Mapoib. [ KaX10ro TOYTOBOTO SIIHKA JOKEH ObITh CBOW HAJCKHBIMH,
YCTOWUHMBBIN K B3JIOMY IIapOJIb;

5. Eciii ecTh BO3MOXKHOCTb HalucaTb CaMOMY CBOM JIMYHBIN BOITPOC, UCTIOJIb3YH 3TY BO3MOKHOCTB;
6. Mcnonb3yli HECKOJIBKO MOYTOBBIX AIIMUKOB. [IepBBIil 71 4aCTHOM NEPENNUCKHU C apecaTaMH,
KOTOPBIM ThIJIOBEPSICITh. ITO DJIEKTPOHHBIHN aipec He HAJ0 MUCIIOIb30BaTh MPU PETUCTpAIluU Ha hopyMax

U calTax;

7. He oTkpbIBaii (ailsibl U Ipyrue BIOKEHHUS B MUCbMaXx, JaXe €ClIM OHU MPHILIN OT TBOUX
npy3eil. JlyuieyTouHu y HUX, OTIIPABIISIIN JIM OHHU TeOe 3TH (aiiibl;

8. [Tocie okoHuaHUs pabOTHI HA TOYTOBOM CEPBUCE TEPe 3aKPHITHEM BKIIAJIKH C CAUTOM He 3a0y/Ib
HaxaTthbHa "Bt

KuOepOy/uIMHT MJIM BUPTYaJIbHOE U3/1€BATEeIbCTBO

KubepOynauHr - mnpecienoBaHue COOOLICHUSMH, COJEpXKAIIUMU OCKOPOJIEHHs, arpeccuio,
3alyrUBaHKe; XyJIMTaHCTBO; COI[MAIbHOE OOMKOTHPOBAaHHUE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBHCOB.

OCHOBHBIE COBETHI IO OOpbOE C KHOSPOYIIITUHTOM:



1. He Opocaiics B 60i. Jlyummii crioco0: mOCOBETOBATHCS KaK ce0sl BECTH H, €CJIM HET TOTr0, K KOMY
MOXHO O6paTI/ITBCH, TO BHA4YaJIC YCIIOKOUTLCA. Ecam TBI HayHEIIh OTBEYATH OCKOPGHGHI/ISIMI/I Ha
OCKOPOJICHUS, TO TOJIBKO eIlle OOJIbIIe PA30XIKEIIb KOH(IIHKT;

2. YrpaBiisii CBOei KuOeppenyTammei;

3. AHOHUMHOCTb B ceTH MHIMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 38 aHOHHUMHBIM
aKKayHTOM;

4. He cTout BecTH XyJIUTaHCKHI o0pa3 BUPTyalbHOM *ku3HU. MHTEpHET (uKcHpyeT Bce TBOU
JEUCTBUSI MCOXPAHIET UX. Y JaIUTh UX OyAET KpailHe 3aTPyIHUTEIIBHO;

5. Cobmroaii CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuyHblii HeratuB. OJHOpPa30BbIE OCKOPOWUTENIbHBIE COOOIICHUS JTyYIlle
UTHOpHpOBaTh. OOBIYHO arpeccus NpeKpallaeTcs Ha HayaabHOW CTaNu;

7. ban arpeccopa. B IIporpamMmmax oOMeHa MTHOBEHHBIMHU COO6IJ_ICHI/I$IMI/I, B COHMAJIBHBIX CCTAX €CTh
BO3MO>XXHOCTBb 6J'IOKI/IpOBKI/I OTIIPaBKH COO6H.I€HPIﬁ C OIIPCACIICHHBIX aaAPCCOB;

8. Ecin ThI cBUAETEIb KI/I6ep6y.]'IJ'II/IHFa. Tsou HeﬁCTBHHZ BBICTYIIUTb IIPOTHUB IIPECICAOBATECIIA,
I[oKa3aTrb €My, 4TO C€ro JEUCTBUS OLICHUBAIOTCS HETAaTUBHO, IMOAACPIKATL KCEPTBY, KOTOpOﬁ HYXXHa
IICUXOJIOTNYCCKas IIOMOIIb, COO6IJ_II/ITL B3pPOCJIBIM O (I)aKTe arpe€CCUBHOTO IMMOBCACHHUA B CCTH.

MoOunbHbIi TesegoH

CoBpemeHHble cMapT(OHBI U IJIAHIIETHI COAEpXKaT B ceOe BIOJHE B3pOCHbI (QYHKIHMOHAN, U
Tenepb OHU MOTYT KOHKYPHUpPOBaTh CO CTAllMOHAPHBIMU KoMIlbloTepaMu. OHAKO, CPEACTB 3alIUTHI IS
N0JI0OHBIX YCTPOICTB IOKa OYeHb Mano. TecTupoBaHHE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJUT HE TaK

uHTeHCcHuBHO, Kak s [1K, To xkecamoe kacaeTcsi 1 MOOMIIBHBIX MPUITOKESHHI.

CoBpemeHHbIE MOOWJIbHBIE Opay3ephl yXke MpPaKTHUECKH JIOTHAJIM HACTOJIbHBIE aHAJIOIH, OJHAKO
pacupenue (GyHKIMOHAJa BIE€YET 32 COOO0M OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

HaJ'ICKO HC BCC MMPOU3BOANUTCIIN BBIITYCKAIOT O6HOBJ’IGHI/I5[, 3aKPBIBAIOIIUEC KPUTUUCCKHUE YA3BUMOCTHU
I CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30IMacHOCTH MOOUILHOTO TCJIC(I)OHaZ

Huuero He sBisieTcsl MO-HACTOSAIIEMY OeCIUIaTHBIM. Byab OCTOpOXeH, Beab Korjga Tede
npeIaraioT



OecIuTaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHUE-TO TUIATHBIC YCIIYTH;

Hymaii, mpexxae uem otnpaButh SMS, ¢doro mam Buzmeo. Thl TOUHO 3HaENIb, II€ OHU OyIyT B
KOHEYHOMHUTOTE?

Heo6xo01uMo 0OHOBIATH OTIEPAIMOHHYIO CHCTEMY TBOETO CMapT(oHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPaAMMBI JI MOOMIIBHBIX TeIe()OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOTO MCTOYHHKA, BEAb OHHU MOI'YT COACPKATH
BpCIOHOCHOCIIPOIrpaMMHOC O6€CHC‘I€HI/I6;

[Tocne Toro Kak ThI BBIMIEIIb C CaiiTa, TJ€ BBOIWI JIMYHYIO HH()OPMAIUIO, 3aiId B HACTPOUKH
Opay3epa u ynamu cookies;

[Meproanvecku mpoBepsiii, KaKKe IUTaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOit HOMEp MOOMIIBHOTO TelieOHA TOIBKO JFOISIM, KOTOPBIX ThI 3HACIIH U KOMY J0BEPSICIIIb;

Bluetooth nomkeH ObITH BBIKITFOUCH, KOT/Ia THI UM HE TOJb3yelnbes. He 3a0biBait HHOT/Ia TPOBEPSTH

3TO.
Online urpsr

CoBpeMeHHbBIC OHJIAWH-UIPBI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE Pa3BJICUCHUS, OOBEIUHSIONINE
COTHHM THICSY YEJIOBEK IO BceMy MUpY. VIrpoKH HCCIIENyIOT TaHHBIH UM MUp, OOIIAIOTCS IPYT C APYroMm,
BBIMOJIHSIOT 3aJaHusl, CPAXKAIOTCS C MOHCTPaMHU M TIOJYYarOT OMBIT. 3a YJAOBOJBCTBUEC OHU IUIATAT:
HOKYTAIOT JUCK, OIUIAYNBAIOTa00HEMEHT MM PUOOPETAIOT KaKUe-TO OIIIHH.

Bce atm cpenctBa mayr Ha moanepiKaHHE M Pa3BUTHE WIPHI, a TaKKe Ha caMy Oe30MacHOCTh:
COBEPIICHCTBYIOTCS CHUCTEMBl aBTOPHM3ALlMH, BBITYCKAIOTCS HOBBIE MaTud (IHM(POBBIC 3aIUIATKH IS

nporpaMM), 3aKpPbIBAIOTCA YA3BUMOCTH CECPBCPOB.

B HO)I06HI)IX HUrpax CTOUT OmacaTtbCiad HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXXu TBOECTO
napoJist, HAaKOTOpOM OCHOBAaHa CUCTEMaA aBTOPU3aAlIUN OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecau apyroil urpok BeneT ceds IUI0XO WIM cOo3JaeT TeOe HENpHUSITHOCTH, 3a0JIOKHpYH €ro B
CIIMCKEUTPOKOB;

2. Tloxanyiicst aiIMUHUCTPATOPaM UIPhI Ha MJIOXO€ MOBEJEHUE 3TOT0 UTPOKa, JKeIaTeIbHO
NPWIOKUTBKAKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He ykasspiBaii 1uunyro nHGOpMaluio B mpodaiiie urpsl;



4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;
5. He ycranaBnuBaii Heo(pHUIHAIbHBIC TATYMA U MOJIBI;
6. Mcrionp3y# CII0KHBIE U pa3HbIE NTAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [10Ka ThI Urpaeib, TBOW KOMIIBIOTEP
MOTyT3apa3uTh.

@OUIIUHT WA Kpaxka JUIHbIX JaHHBbIX
OOBIYHOM Kpax(eﬁ ACHCT W JOKYMCHTOB CCroAHs YK€ HHKOI'O HC YAUBHIIb, HO C PAa3BUTHEM

UHTEPHET-TEXHOJIOTUI 37I0YMBIIIJICHHUKH MEPEMECTHINCh B HHTEPHET, M MPOIODKAIOT 3aHMMAThCS
"III00UMBIM" 1EJIOM.



Tak mosiBuIIach HOBasi yrpo3a: WHTEPHET-MOLICHHUYECTBA WM (DUILKHT, TJIaBHAS LEIb KOTOPOTO
COCTOMT B TOJYyYCHHHM KOH(DWICHIMAIBHBIX JaHHBIX IOJb30BATENCH - JIOTMHOB W Taposed. Ha
aHrIMicKoM si3bike phishing ynrtaercs kak uumnr (ot fishing - peioHas sioBis1, password - naposib).

OCHOBHBIE COBETHI 110 00PHOE ¢ QUITUHTOM:

1. Ciiein 3a cBOMM akkayHTOM. Eciii Thl 0J103peBaellib, YTO TBOS aHKeTa ObUla B3JIOMaHa, TO
HE00X0IMM03a0I0KUPOBATh €€ U COOOILIUTH aIMUHUCTpAaTOpaM pecypca 00 ITOM Kak MOXKHO CKOpEe;

2. Ucnionb3yii 6e30macHbie BeO-CaliThl, B TOM YUCIIE, HHTEPHET-Mara3uHOB U IIOUCKOBBIX CHCTEM;

3. Mcnonb3yil cnoxHble U pa3Hble naposun. Takum oOpa3oM, eciu Te0s B3IOMAlOT, TO
3JI0YMBIIIJICHHUKUIIOIYYaT AOCTYH TOJIBKO K OJTHOMY TBOEMY IPO(UIIO B CETH, a HE KO BCEM;

4. Ecniu Tebs B3J1OMalIHu, TO HeO6XO,I[I/IMO npeaynpeauTb BCCX CBOHUX 3HAKOMBIX, KOTOPbLIC
I[O6aBJ'ICHI>I y TeOs B APY3biIX, O TOM, HYTO TeOsT B3JIOMAalIu U, BO3MOXKHO, OT TBOCTO HMCHH 6y,[[eT
pacChlIaThbCA CllaM U CCBLIIKH Ha (1)I/IIJ_II/IHFOBBIS CaﬁTBI;

5. YcranoBu HaaekHbii maposb (PIN) Ha MOOHIBHBIH TenedoH;
6. OTKIIIOYN cCOXpaHEeHHe apoJis B Opaysepe;

7. He oTkpbIBaii Qailsibl U Ipyrue BIOXKEHHS B MUCbMAaX, JaXke €CIM OHU MPUIUIH OT TBOUX
npys3eil. JlyuieyTouHu y HUX, OTIIPaBIISIIN JIX OHU TeOe 3TH (ailibl.

HudpoBas penyranus

[MudpoBas pemyrauus - 3TO HEraTUBHas WIM TO3UTHBHas HWHpOpManuss B ceTH O Tebe.
Kommnpomerupyromnas uapopMmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM OTpPa3UThCA
Ha TBoel peanbHOU >xu3HU. "LludpoBas pemyranusa" - 3TO TBOM MMMJDK, KOTOpBIH (popmupyercs u3
uH(popManuu o Tebe B UHTEPHETE.

TBoe MecTO KUTCIILCTBA, yLIe6LI, TBOC (bHHaHCOBOC IMOJIOKCHHUC, 0COOEHHOCTHU XapaKkTepa U
pacckasnl O OJIM3KHUX - BCE ATO HAKAIJIUBACTCI B CCTH.

MHorue MOAPOCTKU JICTKOMBICIICHHO OTHOCATCA K HY6JII/IK3L[I/II/I JINIHOH I/IH(I)OpMaI_II/II/I B I/IHTCpHCTC,
HE MOHMMAas BO3MOJKHBIX IOCIeACTBUM. ThI Jake HE CMOXKEIIb J0raaaTbCs O TOM, 4YTO (I)OTOFpa(I)I/I}I,
pa3MCIICHHAad 5 jger Ha3aj, cTtajia HpPI‘-IPIHOfI OTKa3a [MPUHATb TeOs Ha pa60Ty.

KommMmenTapuu, pasmenienune TBoux ¢otorpaduil U Apyrue AeUCTBHUS MOTYT HE HCYE3HYTh Jaxe
1ocjie TOT0, KaK Thl MX yJaluilb. Thl HE 3Haellb, KTO COXpaHWI 3Ty MH(OpMalHio, momajga Jd OHa B
MIOMCKOBBIE CHCTEMbI U COXpaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O Tebe OKpYXaroIlue JI0JH,
KOTOpPBbIE HAUIYT U YBUIAT 3T0. HaliT mHGOpMAIHIO MHOTO JIET CITYCTS CMOJKET JIFOOOH - KaK U3 J0OPHIX
noOy>KJIeHUH, TaK U ¢ HAMEPEHUEM MPUUUHUTD BPeJl. ITO MOXKET OBITh KTO YIOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE UPPOBOI peryTauu:



1. Ilogymaii, mpesxie 4em 4To-To MyOIMKOBaTh U NepeaBaTh y ceOs B 6J10re WK B COLIUAIbHOU CEeTH;

2. B macrpoiikax npoduis yCcTaHOBH OrpaHHMYCHHS HA IPOCMOTP TBOETO MNPOQHIS H €ro
COJIEP’)KUMOT0, clIeail ero Toybko "nis apysei”;

3. He pa3memnaii u He yka3piBait HHGOpMaINIO, KOTOPas MOXKET KOro-JIn00 OCKOPOIIAThH HIIK OOMKATh.

ABTOpCKOE NPpaBo

CoBpeMeHHBIE IIKOJIBHUKU - aKTUBHBIC TOJIB30BaTENN HU(PPOBOro mpoctpancTBa. OJHAKO JaleKo
HE BCE 3HAIOT, YTO MOJIH30BAHNE MHOTMMHU BO3MOXHOCTSIMH IIU(PPOBOTO MHpa TpedyeT coOII0ACHUS PaB
Ha MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTb.



Tepmun "WHTEUIEKTyaJdbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMYHBIM  TBOPCHHSIM
YEJIOBEUECKOr0 yMa, HAUWHAsl C HOBBIX M300PETCHHUI M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha
MPOJYKTHl M YCIYTH, U 3aKaH4YMBas KHUTamu, ¢otorpadusaMu, KUHOPUIBMAMUA U MY3bIKaJbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKUE MpaBa - 3TO MPaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKH,
JUTEepaTypbl M MCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KayecTBE TapaHTHMM TOTO, YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyJ aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeAJUBbIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPYAA, MOJYYUTh W3BECTHOCTh U IPU3HAHHE.
Hukro 6e3 paspenieHusi aBTopa HE MOXKET BOCIPOM3BOJUTH €0 MPOU3BEICHHE, PACIIPOCTPAHSTH,
nyOJIMYHO JIeMOHCTPHPOBATh, MpPOAABAaTh, HMIIOPTUPOBATh, IYCKaTh B MPOKAT, IyOIMYHO
UCTIOJHATH, IIOKA3bIBAaTh/UCIIONHATH B 3(Upe WK pasMemiars B lHTepHeTe.

Hcnons3oBanne "HI/IpaTCKOFO" IIporpaMmMHOI0 obecreyeHns MOXKET IIPUBECTH K MHOI'UM
puUuCKaM: OT IIOTE€pU JAaHHBIX K TBOHMM aKKayHTaM a0 6J'IOKI/IpOBKI/I TBOETO YCTpOﬁCTBa, rac
YCTAHOBJICHA HCJICTAJIbHAA IIPOrpaMMma. He crout Takxke 3a6LIBaTL, 4YTO CYHICCTBYIOT JICTAJIIBHBIC U
OecIuiaTHBIE [MporpamMmabl, KOTOPbIC MOKHO HaWTU B CETH.

O nopraJe
CereBu4oK.p( - TBOU IIaBHBIA COBETYHK B CETH. 3/1€Ch Thl MOXKEITb Y3HATH O OC30MACHOCTH B

CEeTU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a IIPX BO3HUKHOBEHUH KPUTHUYECKON CUTYAIIMH OOPATUTHCS
3a COBETOM. A TaKKEIPUHATH y4acTUE B KOHKYpPCax M CTaTh CaMbIM IIU(PPOBBIM IpaskJaHUHOM !



